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28. O0OGC. During the hearing, Senator Grassley asked you about
the retroactive classification of information provided by the FBI
to Committee staff related to a whistleblower who previously
worked for the FBI translation program. I share Senator
Grassley’s concern that this order is unrealistic. A great deal
of information regarding the whistleblower’s claims, including
the FBI'g corroboration of many of the problems she raised, has
been in the public record for more than two years. I appreciated
your statement that the retroactive classification order was not
intended to place a gag on Congress. However, the notice
received by staff members of the Judiciary Committee was very
vague, referring only to “some” information conveyed in the
briefings. 1If state secrets are truly implicated by something
that was said in an unclassified briefing two years ago, the FBI
should provide very specific instructions to current and former
staff on what information must be kept secret. Will you instruct
your staff to provide more specific information to relevant staff
about what, exactly, from the 2002 briefings is classified and
what is not?

bo

33. QGC. You testified that, prior to the PATRIOT Act, “if a
court-ordered criminal wiretap turned up intelligence
information, FBI agents working on the criminal case could not
share that information with agents working on the intelligence
case.” Please state specifically what law or laws prevented such
information-sharing prior to PATRIOT, and whether a court could
authorize such information-sharing, regardless of any such law or
laws?

Response: Prior to the changes brought about by the Patriot

Act, Title 18 Section 2517 was interpreted to solely authorize
the sharing of intercepted wire, oral, or electromnic
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communications for criminal law enforcement purposes without the
need to obtain a court order. Sharing intercepted information
for foreign intelligence purpose required a court order and,
based upon the statutory language, it was unclear whether a judge
would sign an order. The changes to the Patriot Act clearly
allow the sharing of foreign intelligence information developed
during a court-ordered criminal wiretap with the agents working
intelligence cases.

34. OGC. You further testified that, prior to the PATRIOT Act,
“information could not be shared from an intelligence
investigation to a criminal investigation.” Please state
gpecifically what law or laws prevented such information-sharing
prior to PATRIOT? '

Regponge: Prior to the Patriot Act, there were procedures
for sharing information between intelligence investigators and
criminal agents and prosecutors, but they were difficult,
burdensome and usually resulted in less than fulsome sharing.
For example, the FISA statute was interpreted to require a
"primary purpose" of gathering intelligence in order to secure a
FISA Court order. Because of this interpretation of the FISA
statute, the Department of Justice and the FISA Court required
that certain procedures be followed in order to share
intelligence with criminal investigators and prosecutors.l |

For additional information, see the answer to question 35.

35. OGC. In his statement to the 9/11 Commission, the Attorney
General blamed the creation of the so-called "wall" between
criminal investigators and intelligence agents on a 1995
memorandum authored by a senior official in the Reno Justice
Department, now a member of the 9/11 Commission.

a. Do you agree that the architecture of the wall was in
place long before 1995, having its genesis in established legal
doctrine dating from 19802 If not, how do you explain the
extensive discussion of this issue in the one and only reported
opinion of the FISA Court of Review, decided on November 18,
20027
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How did the FBI handle information-sharing between
criminal investigators and intelligence agents before 19957

b. Do you agree that the Gorelick memo established
proactive guidelines amidst a critically important terrorism
prosecution to facilitate information sharing.
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possible.

] |In addition, as the Acting Deputy Attorney General

explained in his November 20, 2003 Memorandum to the Inspector
General in response to the Inspector General's report, the FBI
will work with DHS to establish criteria for future
investigations (the specific criteria will depend on the nature
of the national emergency). For example, an effort is underway to
prepare an MOU between DHS and DOJ regarding criteria and
procedures for determining alien detainees of national security
interest. In addition, the creation of TSC and TTIC will greatly
improve the FBI's ability to gather information concerning aliens
of national security interest and work with the appropriate
federal agencies to determine the best means of averting any
national security threat, whether through criminal or immigration
proceedings. Other intitiatives, such as the Foreign Terrorist
Tracking Task Force and the National Joint Terrorism Task Force
have assisted in permitting better information flow with our law
enforcement counterparts and will improve the handling of such

cases .I

82. O0OGC. Title 18 Section 3103a, as amended by Section 213 of
the USA-Patriot Act (P.L. 107- 56), provides authority for
delaying notice of the execution of search warrants. The
following question pertains to the use of the authority provided
in this section in investigations or prosecutions related to
terrorism during the period of time from September 11, 2001 to
the present.

a. In how many such cases has the authorities to delay
notification been used?

b. In how many such cases has the authority added by
Section 213 (b) (1), which allows a delay where "the court finds
reasonable cause to believe that providing immediate notification
of the execution of the warrant may have an adverse result" been
used? Please describe the circumstances in each of these cases.

¢. In how many such cases has the authority set forth in 18
U.S.C. 2705(E), which provides for delay in cases which would
"otherwise seriously jeapor [dize] an investigation or unduly
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[delay] a trial" been used? Please describe the circumstances in
each of these cases?

84. Sections 203(b) and 203(d) of the USA-Patriot Act provide
specific authority for the provision of intelligence information
acquired in the course of a criminal investigation to elements of
the Intelligence Community. Section 901 of the same act makes
such disclosure in most cases mandatory. The following questions
pertain to the implementation of these sections.

a. OGC. Section 203(c) of the USA-Patriot Act requires the
Attorney General to "establish procedures for the disclosure for
the disclosure of information” as provided for in Section 203.
Have such procedures been promulgated? If so, please provide a
copy of those procedures to the Committee.

Response to Q84 a: On September 23, 2002, the Attorney
General promulgated guidelines that established the procedures
for disclosure of information under Section 203 of the Patriot
Act. A copy of the guidelines is attached. The Office of the
General Counsel issued an EC advising all Divisions of the
procedures. A copy of the EC is attached.

b. OGC. Section 203(b) specifically provides authority "to
share electronic, wire, and oral interception information" where
such information ig foreign intelligence information. What is
the method for disseminating such information to the Intelligence
Community?

Response to 084 b: The FBI disseminates intelligence
information via Intelligence Information Reports (IIRs). With
regard to 203 (b) material, the FBI does not track or keep a
central database as to how many reports, if any, contain 203 (b)
material.
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(i) In your testimony you made reference tc newly-
created procedures by which the Federal Bureau of Investigation
disseminates intelligence via "electronic intelligence reports" -
is this the mechanism used for dissemination of Section 203 (b)
material?

The FBI disseminates raw intelligence via the IIR. If 203 (b)
material is disseminated it would be through this mechanism. The
FBI does not keep a database as to whether 203 (b) material is
contained with any disseminated IIR.

(1) If so, how many such reports have been issued?

Response: The FBI has no central database readily to
determine the quantity of 203 (b) material disseminations through
the aforementioned methods.

During the period August, 2002 (the beginning time-frame in which
statistical data was collected), through August, 2004, the
Counterterrorism Divigsion has disseminated approximately 3860
ITRs. Of that total, 240 of those IIRs contain FISA-derived
intelligence. The remaining number of IIRs are derived from
various sources and methods which may or may not include Title 3
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derived information. In addition, other divisions besides the
Counterterrorism Division disseminate IIRs.

(2) Has the Federal Bureau of Investigation developed
procedures to ascertain the quality and value of such
intelligence reports?

b

¢. OGC. Section 203(d), the so-called "catch-all"
provision, provides a general authority to share foreign
intelligence information with the Intelligence Community. What
is the method for disseminating such information to the
Intelligence Community?

Response: The FBI disseminates raw intelligence via the
ITR. If 203 (d) material is disseminated it would be through
this mechanism. The FBI does not keep a database ag to whether
203 (d) material is contained in any disseminated IIR.
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(i) In your testimony you made reference to newly-created
procedures by which the Federal Bureau of Investigation
disseminates intelligence via "electronic intelligence reports"
is this the mechanism used for dissemination of Section 203 (d)
material?

Regponge: Dissemination of Electronic, Wire, and Oral
Interception Information to the IC derived through standard
criminal procedures may be effected electronically through IIRs,
TM, Intelligence Assessments, Intelligence Bulletins. However,
dissemination of this intelligence information also may be
transacted through the exchange of FBI Letterhead Memoranda
(LHMs) among relevant IC members.

(1) If so, how many such reports have been
issued?

Response: The FBI has no central database to determine the
quantity of 203 (d)material disseminations through the
aforementioned methods.

(2) Has the Federal Bureau of Investigation
developed procedures to ascertain the quality and value of such
intelligence reports?

b5
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d. OGC. Section 9205(c) of the USA-Patriot Act requires the
Attorney General to "develop procedures for the administration of
this section. . . ." Have such procedures been promulgated? If
so, please provide a copy of those procedures to the Committee.

e. Inspection Divigion. Has the Department of Justice, the
Director of Central Intelligence (in his capacity as head of the
Intelligence Community) or the Federal Bureau of Investigation
received any complaints regarding the application or
implementation of Section 203 of the USA-Patriot Act? If so,
please describe the nature and disposition of any such complaint.

f. OGC. Based upon the application of this provision of
law during the period since its passage, are there changes to
this statute which the Congress should consider?

b3

Response:

OGC strongly believes that Section

an snhou TIot be allowed to expire on December 31,
2005. The changes brought about by the Patriot Act have
significantly increased the ability of the FBI to share
information.

85. Sections 206 of the USA-Patriot Act, the so-called "roving
wiretap" provision, permits the issuance of a FISA warrant in
cases where the subject will use multiple communication
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facilities. This question pertains to the implementation of this

section during the time period since the passage of the
USA-Patriot Act, October 26, 2001.

Response:

a. How often has this authority been used, and with what
success?

b. In your testimony you made reference to newly-created

procedures by which the Federal Bureau of 1Investigation
disseminates intelligence via "electronic intelligence reports" -
is this the mechanism used for dissemination of material acquired
pursuant to the FISA?

Response: FBI intelligence products are an important vehicle
for the dissemination of both FISA-derived and _non-FTSA foreion

intelligence information, but not the only one.

More specifically, the FBI shares many forms of foreign

b5
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through direct classified and wunclassified
dissemination and through websites on classified Intelligence
Community networks. The FBI also shares intelligence with
representatives of other elements of the Intelligence Community who
participate in Joint Terrorism Task Forces (JTTFs) in the United
States or with whom the FBI collaborates in activities abroad. FBI
intelligence products shared with the Intelligence Community
include Intelligence Information Reports (IIRs), Intelligence
Assessments, and Intelligence Bulletins.
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The FBI also disseminates intelligence information through Law
Enforcement Online (LEO), a virtual private network that reaches
federal, state, and law enforcement agencies at the Sensitive But

Unclassgified (SBU) level. LEO makes finished FBI intelligence
products available, including Intelligence Assessments resulting

from analysis of criminal, cyber, and terrorism intelligence s

[ | Intelligence
Information Reports also are available on LEO at the Law
Enforcement Sensitive classification level. The FBI also recently
posted the requirements document on LEO, which provided state and
local law enforcement a shared view of the terrorist threat and the
information needed in every priority area.

(i) If so, how many such reports have been issued?

Respongse: In the past two years the FBI’s Counterterrorism
Division's Terrorism Reports and Requirements Section has
disseminated 76 intelligence information reports (IIRs) containing
information derived from FISA-authorized surveillance and/or

search. (Statistics are not maintained in such a way that would
enable us to say whether any of the FISA-derived information in the
reports was obtained using "roving authority.") Other FBI

Divisions have also issued reports containing FISA-derived
information. For example, the Cyber Division has written a total
of 24 electronic information reports containing FISA-derived
information.

(ii) Has the Federal Bureau of Investigation developed
procedures to ascertain the quality and value of such intelligence
reports?

Response: The Office of Intelligence promulgated the FBI's
Intelligence Information Report Handbook on 8 July. The Handbook
establishes the first comprehensive FBI-wide guide for the format
and content of raw intelligence reports. The Office of Intelligence
is working to develop evaluation guidelines based, in part, on the
criteria established in the Handbook for the types of information
to be reported and shared with our law enforcement and intelligence
community partners,

b5

In addition, the FBI's Inspection Division has established
evaluation criteria‘ for the value of human source reporting,

access and responsiveness to local FBI field o 7
: b5
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FBI program and national intelligence requirements . The Office of
Intelligence is developing guidelines to use this same criteria as
a means of evaluating the value of raw intelligence. Initial
discussions on this issue have been held with representatives from
the Counterintelligence, Counterterrorism, Criminal and Cyber
Divisions. The results of these discussions are being incorporated
into evaluation guidelines.

c. Some have read this section as providing for surveillance
in cases where neither the identity of the subject or the facility
to be used is known -- in effect, allowing for the authorization of
FISA surveillance against all phones in a particular geographic
area to try to intercept conversation of an unknown person. Is
this the reading of the statute being adopted by the Federal Bureau
of Investigation and the Department of Justice? If not, please
provide your interpretation of this authority.

Response: No, the FBI does not interpret the statute as
allowing for the authorization of FISA surveillance against all
phones in a particular geographic area to try to intercept
conversations of an unknown person. In order to make a showing of
probable cause, the FISA statute requires a statement of the facts
and circumstances relied upon by the applicant for surveillance to
to justify the belief that: (1) the target of the electronic
surveillance is a foreign power or an agent of a foreign power;
and, (2) each of the facilities or places at which the electronic
surveillance is directed is being used, or is about to be used, by
a foreign power or an agent of a foreign power. Thus, the FISA
statute does not permit coverage to be authorized, with or without
the "roving wiretap" provision, to allow for surveillance against
all persons in a particular geographic area. The FBI has
interpreted the "roving" authority as permitting the FBI to request
that the Foreign Intelligence Surveillance Court issue a "generic".
secondary order, along with specified orders, for a specifically
identified FISA target, that the FBI could serve in the future on
the unknown (at the time the order is issued) cell phone carrier,
Internet service provider, or other communications provider, if the
target rapidly switches from one provider to another. The roving
wiretap order still requires that a federal law enforcement agent
swear in a detailed affidavit to facts establishing probable cause,
and still requires a court to make a finding of probable cause
before issuing the order. The roving order has the additional
requirement of a judge’s approval to monitor more than one
telephone. But now, each time a target changes his cellular
telephone, instead of going through the 1lengthy application
process, government agents can use the same order to monitor the
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target. This will allow the FBI to go directly to the new carrier
and establish surveillance on the authorized target without having
to return to the Court for a new secondary order. The FBI views
this as a vital and necessary tool to counter certain targets who
engage in such actions as a deliberate means of evading
surveillance.

(i) Have any briefs been filed with the Foreign
Intelligence Surveillance Court on this subject? If so, please
provide copies of such briefs to the Committee.

Response: The FBI has filed no such briefs on this subject.

d. Inspection Division

e. Based upon the application of this provision of law during
the period since its passage, are there changes to this statute
which the Congress should consider?

Response: No, we request only that the provision be
preserved.

86. Section 207 of the USA-Patriot Act extends the time limits
provided in the FISA which govern surveillance against agents of a
foreign power.

a. Has the Federal Bureau of Investigation or the Department
of Justice conducted any review to determine whether, and if so,
how many, personnel resources have been saved by this provision?
If so, please provide the results to the Committee.

b5

b. Have there been any cases where, after the passage of the
now-extended deadlines it was determined, either by the Department
of Justice, the Federal Bureau of Investigation or the Foreign
Intelligence Surveillance Court, that surveillance should have been
terminated at an earlier point because of the absence of a legally
required predicate.

Response: None of which the FBI is aware.
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c. Inspection Division

d. Based upon the application of this provision of law during
the period since its passage, are there changes to this statute
which the Congress should consider?

Regponge: None at this time.

89. Section 214 of the USA-Patriot Act permits the use cf FISA pen
register/trap & trace orders with ©respect to electronic
communications, and eliminates the requirement that such use be
only in the context of a terrorist or espionage investigation.
This gquestion pertains to application of this provision since its
passage, and to all instances, not only terrorism investigations.

a. OGC. In how many cases has this authority been used?

(i) How many of such cases were terrorism-related?

b5

b. 0OGC. O0f the cases in which such authority was used, in

how many was a subsequent application for a full surveillance order
made pursuant to the FISA, or Chapter 19 of Title 18?

Responge: OGC does not have a way to determine how many pen

registers evolved into full FISA's.

c. Inspection Division. Has the Intelligence Community,
Department of Justice, or Federal Bureau of Investigation developed
regulations or directives defining the meaning of non- content
communications? If such regulations or directives have been
issued, please provide copies to the Committee.

d. OGC. In your testimony you made reference to newly-
created procedures by which the Federal Bureau of Investigation
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disseminates intelligence via "electronic intelligence reports" -
is this the mechanism used for dissemination of material acquired
pursuant to this section of the FISA?

(i) TIf so, how many such reports have been issued?

(ii) Has the Federal Bureau of Investigation developed
procedures to ascertain the quality and value of such intelligence
reports?

Response: Please see answer to Question 85,

90. Section 215 of the USA-Patriot act authorizes the Foreign
Intelligence Surveillance Court to issue orders permitting FBI to
access "tangible" items in the course of a terrorism or espionage
investigation. The following questions pertain to the application
of this provision since its inception.

a. OGC. How many times has this authority been used, and
with what success?

b. OGC. Has this provision been used to require the
provision of information from a library or boockstore? If so,
please describe how many times, and in what circumstances.

c. OGC. In your testimony you compared this provision with
existing authority in the criminal context, noting that records
such as library records are subject to a grand jury subpoena.
However, in c¢riminal cases the propriety and lawfulness of
subpoenae are to some extent tested in the adversary process of a
trial - how, in the context of the FISA, does such a check occur?

d. OGC. As of October 2004 the Department of Justice advised
that this provision had not been used. If that is true, is there
a necessity to maintain this provision in law? Why?

(i) With respect to the potential applicability of this
section to libraries and bookstores, there has been some concern
that the mere prospect of use of the statute has a "chilling
effect" on the use of these facilities. Can this chilling effect
be minimized, if not eliminated, by incorporating a higher
threshold for wuse in the 1limited context of libraries and
bookstores? If not, why not?
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e. OGC. In your testimony you made reference to newly-
created procedures by which the Federal Bureau of Investigation
disseminates intelligence via "electronic intelligence reports" -
is this the mechanism used for dissemination of material acquired

pursuant to this section of the FISA?

(i) If so, how many such reports have been issued?

(ii) Has the Federal Bureau of Investigation developed procedures
to ascertain the quality and value of such intelligence reports?

f. Inspection Division. Has the Department of Justice, the
Director of Central Intelligence (in his capacity as head of the
Intelligence Community) or the Federal Bureau of Investigation
received any complaints regarding the application or implementation
of Section 215 of the USA-Patriot Act? If so, please describe the
nature and disposition of any such complaint.

g. GC. Based upon the application of this provision of law

during the period since its passage, are there changes to this
statute which the Congress should consider?

(8)

(s)
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92. Section 218 of the USA-Patriot Act created the so-called
"significant purpose" test for applications pursuant the FISA,
clarifying the law to recognize that in many cases such
surveillance may implicate both a law enforcement and an
intelligence interest. This guestion pertains to the implementation
of this provision since its passage.

a. OGC. Please provide the Committee with specific examples,
in unclassified form if possible, of cases in which both law
enforcement and intelligence interests were "significant."

b. Inspection Divigion. Has the Department of Justice, the
Director of Central Intelligence (in his capacity as head of the
Intelligence Community) or the Federal Bureau of Investigation
received any complaints regarding the application or implementation
of Section 218 of the USA-Patriot Act? If so, please describe the
nature and disposition of each such complaint.

c. OGC. Based upon the application of this provision of law
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during the period since its passage, are there changes to this

statute which the Congress should consider?
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c. OGC. Based upon the application of this provision cf law
during the period since its passage, are there changes to this
statute which Congress should consider?
b5

101 d. QGC. According to court records, no criminal charges were
ever filed against Mayfield. Instead, he was detained as a
material witness. Why was Mayfield held as a material witness and

not charged with any criminal conduct?

bé
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100 e. CTD (in coordination with OGC). Mayfield has stated that he
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believes that his home was secretly searched before he was declared
a material witness and detained. Prior to, or during his
detention, was the Mayfield residence or office searched pursuant
to a warrant under the Foreign Intelligence Surveillance Act (FISA)
or a delayed notification search warrant? If the latter, please
indicate (a) the basis for seeking delayed notice of the search
warrant and (b) the time period requested and granted for delaying

notice

103. OGC. In September 2003, the U.S. Department of Justice
disclosed that it had not yet used section 215 of the USA PATRIOT
Act. On March 9, 2004, I sent a letter to the Attorney General
asking him to clarify whether section 215 has been used since
September 18, 2003. (Copy of letter attached.)

a. Please indicate whether section 215 has been used since
September 18, 2003.

b. If section 215 has been used, please describe how it has
been used. How many U.S. persons and non-U.S. persons were targets
of the investigation? Was the section 215 order served on a
library, newsroom, or other First Amendment sensitive place? Was
the product of the search used in a criminal prosecution?

h
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b. Section 203(b) specifically provides authority "to share electronic, wire,

and oral interception information" where such information is foreign intelligence
information. What is the method for disseminating such information to the Intelligence

Community?

Response:

Electronic, wire, and oral interception information derived through standard
criminal procedures may be disseminated to the IC through any means
appropriate to the circumstances, including Intelligence Information Reports
(IIRs), Teletype Memoranda, Intelligence Assessments, Intelligence Bulletins,

-and FBI Letterhead Memoranda.

(i) In your testimony you made reference to newly-created procedures by

which the Federal Bureau of Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for dissemination of Section 203(b)

material?

Response:

-Response:

The FBI disseminates intelligence information via the IIR, which is an electronic
communication format widely accepted in the IC as the standard intelligence
dissemination vehicle. IIRs consist of raw intelligence (intelligence which has
not been finally evaluated) and associated clarifying information that puts the raw

- intelligence into context. 1IRs are drafted and prepared by the FBI’s cadre of

Intelligence Analysts/Reports Officers. Before FBI intelligence is disseminated,
it is analyzed and sanitized to protect intelligence sources and methods and, if
applicable, United States persons and entities that may be compromised or
negatively impacted if left unprotected. FBI Program Managers and Intelligence
Analysts concurrently identify intelligence that is consistent with IC intelligence

requirements and interests.

(1) If so, how many such reports have been issued?

Although CTD is not the only FBI producer of IIRs, that Division reports that,
during the period from August 2002 (when statistical data was first collgcted
through August 2004, CTD has disseminated approximately 3,860 IIRs

The remaining IIRs have been
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derived from various sources and methods which may or may not include Title
III information.

The FBI does not track or maintain a central database with respect to the number
of IIRs containing 203(b) material, if any.

(2) Has the Federal Bureau of Investigation developed procedures to
ascertain the quality and value of such intelligence reports?

Response:

. Determinations to disseminate electronic, wire, and oral intercept information are
made with input from Operational Program Managers, Intelligence Analysts, the
National Security Law Branch, and, when appropriate, DOJ. This evaluation
considers the value of the information not only to the IC but also, depending on
the proposed use, context, and nature of any threat-related information, to federal,
state, and local law enforcement entities and, when authorized by DOJ, to foreign
intelligence services and foreign law enforcement agencies.

The quality and value of IIRs are evaluated through several means. On each IIR,
the Reports Officer provides information by which the customers can contact the
Reports Officer directly. The quality and relevance of the reporting is also
reflected by the submission of additional collection requirements; IC members
often forward formal Requests for Information (RFIs) with respect to information
that has been protected (not provided) in the IIR, such as U.S. Person information.
Such RFIs provide an excellent indication of IC interest in FBI reporting. In
addition, IC members often provide feedback with respect to specific IIRs directly
to the FBI Intelligence Analysts/Reports Officers who author the reports. The
FBI’s Ol also often receives evaluations of FBI reporting, and is working to
establish a formal IIR evaluation mechanism by which rec:1plents can rate or
provide feedback on FBI intelligence reporting.

¢. Section 203(d), the so-called "catch-all" provision, provides a general
authority to share foreign intelligence information with the Intelligence Community. What
is the method for disseminating such information to the Intelligence Community?

Response:

The FBI shares foreign intelligence information, as defined in Section 203(d)(2),
with the IC through several conduits. Dissemination can be through direct
classified and unclassified IIRs, Intelligence Assessments, Intelligence Bulletins,
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Teletype Memoranda, or IC web sites on classified networks. The FBI also
shares intelligence information through the FBI's Joint Terrorism Task Forces
(JTTFs), which include members of the IC and operate in 100 locations across the
United States. Unclassified but "law enforcement sensitive" intelligence
information is also disseminated to federal, state, and local law enforcement
intelligence components through Law Enforcement Online (LEO), a computer
network which provides finished intelligence products, assessments, and bulletins
on significant developments and trends.

(i) In your testimony you made reference to newly-created procedures by
which the Federal Bureau of Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for dissemination of Section 203(d)
material? '

Response:
Electronic, wire, and oral interception information derived through standard
criminal procedures may be disseminated to the IC through any appropriate’
means, including ITRs, Teletype Memoranda, Intelligence Assessments,
Intelligence Bulletins, and FBI Letterhead Memoranda.
(1) If so, how many such reports have been issued?

Response:

While the FBI does not track or maintain a central database with respect to the
number of IIRs containing 203(d) material, if any, the July 2004 DOJ "Report
From the Field: The USA PATRIOT Act at Work" indicates that DOJ has made
disclosures of vital information to the intelligence community and other federal
officials under section 203 on many occasions. For instance, such disclosures
have been used to support the revocation of visas of suspected terrorists and
prevent their reentry into the United States, to track terrorists’ funding sources,
and to identify terrorist operatives overseas.

(2) Has the Federal Bureau of Investigation developed procedures to
ascertain the quality and value of such intelligence reports?
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Response:

There are various means by which ITRs are evaluated. Members of the IC often
provide feedback assessing the quality and value of specific IIRs directly to the
FBI Intelligence Analysts/Reports Officers who author the reports. On each IIR,
the Reports Officers identify the means by which customers can contact them
directly. IC members assess the quality and relevance of the reporting, and
submit additional collection requirements when appropriate. Often, IC members
forward formal Requests for Information (RFIs), which can provide an excellent
indication of IC interest in FBI reporting. The FBI’s OI also receives evaluations
of FBI reporting. The OI is working to establish a formal IIR evaluation
mechanism by which recipients can rate or provide feedback on FBI intelligence
reporting. '

d. Section 905(c) of the USA-Patriot Act requires the Attorney General to

"develop procedures for the administration of this section. ..."” Have such procedures
been promulgated? If so, please provide a copy of those procedures to the Committee.

Response:

Pursuant to Section 905, DOJ developed the Attorney General’s Guidelines
Regarding Information Sharing under the USA PATRIOT Act. These guidelines
are available on the website of DOJ's Office of Legal Policy (OLP)
(www.usdoj.gov/olp). Additionally, among other Department materials relating
to information sharing are the following: ‘

. The Attorney General’s Guidelines for FBI National Security Investigations
and Foreign Intelligence Collection, Part VIL.B. (10/31/03) (concerned in
part with information sharing with intelligence agencies) — Portions of these
guidelines are classified, but Part VILB,, relating to information sharing, is
unclassified and appears without deletions on OLP's website.

. Memorandum of Understanding between the Intelligence Community,

Federal Law Enforcement Agencies, and the Department of Homeland
Security Concerning Information Sharing (3/4/03).

. Memorandum from the Attorney General entitled, "Guidelines Regarding
Disclosure to the Director of Central Intelligence and Homeland Security
Officials of Foreign Intelligence Acquired in the Course of a Criminal
Investigation" (9/23/02) — Available on OLP’s website.

110




. Memorandum from the Attorney General entitled, "Coordination of
Information Relating to Terrorism" (4/11/02) (concerned in part with
information sharing with other Federal agencies) — Available on OLP’s
website.

. Memorandum from the Attorney General entitled, "Prevention of Acts
Threatening Public Safety and National Security" (11/8/01) (concerned in
part with information sharing with other Federal agencies) — Available on
OLP’s website. '

. Memorandum from the Attorney General entitled, "Disseminating
Information to Enhance Public Safety and National Security" (Sept. 21,
2001) (concerned in part with information sharing with other Federal
agencies) — Available on OLP’s website.

\

e. Has the Department of Justice, the Director of Central Intelligence (in his
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 203 of the
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint.

Response:

The DOJ OIG is required under section 1001 of the USA PATRIOT Act to report
to Congress every six months on allegations received by the OIG alleging abuses
of civil rights or civil liberties by DOJ employees. The OIG issued its fifth report
under section 1001 in September 2004.

The OIG has advised that, with the possible exception of the

none of the complaints submitted to the OIG alleging misconduct
by employees of the Department has related to the use of a provision of the USA
PATRIOT Act. Additionally, the FBI's Inspection Division, which reviews
allegations of FBI misconduct, is aware of no complaints with respect to the FBI's
application or implementation of this section.

f. Based upon the application of this provision of law during the period since
its passage, are there changes to this statute which the Congress should consider?

Response:

b5
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85. Section[ ] 206 of the USA-Patriot Act, the so-called "roving wiretap" provision,
permits the issuance of a FISA warrant in cases where the subject will use multiple
communication facilities. This question pertains [to] the implementation of this section
during the time period since the passage of the USA-Patriot Act, October 26, 2001.

a. How often has this authority been used, and with what success?

Response:

The response to this question is classified and is, therefore, provided separately.

b. In your testimony you made reference to newly-created procedures by
which the Federal Bureau of Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for dissemination of material acquired
pursuant to the FISA?

Response:

FBI intelligence products are an important vehicle for the dissemination of both
FISA-derived and non-FISA foreign intelligence information, but not the only
one. The FBI shares many forms of foreign intelligence with other members of
the IC through direct classified and unclassified disseminations, through web sites
on classified IC networks, through its participation in Joint Terrorism Task Forces
(JTTFs), and through its collaboration in activities abroad.

FBI intelligence products shared with the IC include IIRs, Intelligence
Assessments, and Intelligence Bulletins. The FBI also disseminates intelligence
information through LEQ, a virtual private network that reaches federal, state, and
local law enforcement agencies at the Sensitive But Unclassified (SBU) level.
LEO makes available to all users finished FBI intelligence products, including
intelligence assessments resulting from the analysis of criminal, cyber, and
terrorism intelligence, finished intelligence concerning significant developments
or trends, and IIRs that are available at the SBU level. In addition, the FBI
recently posted the requirements document on LEO, providing to staté and local
law enforcement a shared view of the terrorist threat and the information needed
in every priority area.

(i) If so, how many such reports have been issued?
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Response:

b2

b7E

In the past two years, CTD's Terrorism Reports and Requirements Section has
disseminated 76 IIRS containing information derived from FISA-authorized

~ surveillance and/or searches. (Statistics are not maintained in a way that would

enable us to advise whether any of the FISA-derived information in the reports
was obtained using roving wiretap authority.) Other FBI Divisions have also
issued reports containing FISA-derived information. For example

(i) Has the Federal Bureau of Investigation developed procedures to

ascertain the quality and value of such intelligence reports?

Response:

The OI promulgated the FBI's Intelligence Information Report Handbook on
7/9/04. The Handbook establishes the first comprehensive FBI-wide guide for the
format and content of raw intelligence reports. The Ol is also working to develop
evaluation guidelines based, in part, on the criteria established in the Handbook"
for the types of information to be reported and shared with law enforcement and
IC partners.

In addition, the FBI's Inspection Division has established criteria for assessing:
the value of human source reporting; access to and the responsiveness of local -
FBI field offices; and FBI program and national intelligence requirements. The
OI 1s developing guidelines for using these same criteria to assess the value of
raw intelligence. Initial discussions on this issue have been held with the CI, CT,
Criminal, and Cyber Divisions, and the results of these discussions are being
incorporated into evaluation guidelines. .

c. Some have read this section as providing for surveillance in cases where

neither the identity of the subject or the facility to be used is known - in effect, allowing for
the authorization of FISA surveillance against all phones in a particular geographic area to
try to intercept conversation of an unknown person. Is this the reading of the statute being
adopted by the Federal Bureau of Investigation and the Department of Justice? If not,
please provide your interpretation of this authority.

Response:

No, DOJ does not interpret the statute as allowing for the authorization of FISA
surveillance against all phones in a particular geographic area to try to intercept
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the conversations of an unknown person. In order to make a showing of probable
cause, the FISA statute requires a statement of the facts and circumstances relied
upon by the applicant for surveillance to justify the belief that: (1) the target of
the electronic surveillance is a foreign power or an agent of a foreign power; and,
(2) each of the facilities or places at which the electronic surveillance is directed
is being used, or is about to be used, by a foreign power or an agent of a foreign
power. Thus, the FISA statute does not permit coverage to be authorized, with or
without the "roving wiretap" provision, for surveillance of all persons in a
particular geographic area. The FBI has interpreted the "roving" authority as
permitting the FBI to request that the FISA Court issue, along with the primary
order, a "generic" secondary order with respect to a specifically identified FISA
target that the FBI can serve in the future on a currently unknown cell phone
carrier, Internet service provider, or other communications provider, if the target
rapidly switches from one provider to another. The roving wiretap order still
requires that a federal law enforcement agent swear, in a detailed affidavit, to
facts establishing probable cause, and still requires a court to make a finding of
probable cause before issuing the order. While the roving order carries the
additional requirement of a judge’s approval to monitor more than one telephone,
it permits government agents to continue to monitor the target, even if the target
changes to a different cellular telephone, rather than first going through the
lengthy application process to monitor that new phone. This will allow the FBI to
go directly to the new carrier and establish surveillance on the authorized target
without having to return to the FISA Court for a new secondary order. The FBI

- views this as a vital tool to follow targets who change cell phone providers or

other communication channels as a deliberate means of evading surveillance.

(i) Have any briefs been filed with the Foreign Intelligence Surveillance

Court on this subject? If so, please provide copies of such briefs to the Committee.

Response:

The FBI does not file briefs with the FISA Court. While OIPR files briefs with
that Court on behalf of DOJ and the government, it has filed no such briefs on this
subject.

d. Has the Department of Justice, the Director of Central Intelligence (in his

capacity as head of the Intelligence Community) or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 206 of the
USA-Patriot Act? If so, please describe the nature and disposition of such a complaint.
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Response:

The DOJ OIG is required under section 1001 of the USA PATRIOT Act to report
to Congress every six months on allegations received by the OIG alleging abuses
of civil rights or civil liberties by DOJ employees. The OIG issued its fifth report
under section 1001 in September 2004.

' b6
The OIG has advised that, with the possible exception of the pending bIC
investigation, none of the complaints submitted to the OIG alleging miTSCOTAUCT
by employees of the Department has related to the use of a provision of the USA
PATRIOT Act. Additionally, the FBI's Inspection Division, which reviews
allegations of FBI misconduct, is aware of no complaints with respect to the FBI's
application or implementation of this section. :

e. Based upon the application of this provision of law during the period since
its passage, are there changes to this statute which the Congress should consider?

Response:

No. The FBI requests only that the provision be preserved.

86. Section 207 of the USA-Patriot Act extends the time limits provided in the FISA which
govern surveillance against agents of a foreign power.

a. Has the Federal Bureau of Investigation or the Department of Justice
conducted any review to determine whether, and if so, how many, personnel resources have
been saved by this provision? If so, please provide the results to the Committee.

Response:

We are not aware of any systematic reviews in this area, either by the FBI or
DOJ.

b. Have there been any cases where, after the passage of the now-extended
deadlines it was determined, either by the Department of Justice, the Federal Bureau of
Investigation or the Foreign Intelligence Surveillance Court, that surveillance should have
been terminated at an earlier point because of the absence of a legally required predicate?
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Response:

None of which the FBI is aware.

c. Has the Department of Justice, the Director of Central Intelligence (in his
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 207 of the
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint.

Response:

The DOJ OIG is required under section 1001 of the USA PATRIOT Act to report
to Congress every six months on allegations received by the OIG alleging abuses

of civil rights or civil liberties by DOJ employees. The OIG issued its fifth report
under section 1001 in September 2004.

bé
The OIG has advised that, with the possible exception of the pending b7C
investigation, none of the complaints submitted to the OIG alleging misconauct
by employees of the Department has related to the use of a provision of the USA
PATRIOT Act. Additionally, the FBI's Inspection Division, which reviews
allegations of FBI misconduct, is aware of no complaints with respect to the FBI's
application or implementation of this section.

d. Based upon the application of this provision of law during the period since
its passage, are there changes to this statute which the Congress should consider?

Response:
None at this time.

87. Section 209 of the USA-Patriot Act clarified the law with regarding the applicability of
criminal search warrants to voice mail. This question pertains to application of this
provision since its passage.

a. How many such search warrants have been issued since passage of this
act?
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Response:

The FBI does not collect or maintain statistics concerning the types of search
warrants issued in FBI investigations, including those seeking access to voice
mail. Because federal search warrants are requested by U.S. Attorneys' Offices
and issued by U.S. District Courts, these statistics may be maintained by one or
both of those offices.

b. In such cases, have there been any instances in which a wiretap, as

opposed to a search|[ | warrant[,] would not have been supported by the facts asserted in
support of the search warrant.

Response:

This information is unavailable, as indicated above. It is clear, however, that the
support needed for a federal wiretap 1s considerably greater than that requlred for
a search warrant. :

¢. Has the Department of Justice or the Federal Bureau of Investigaﬁon

received any complaints regarding the application or implementation of Section 209 of the
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint.

Response:

A private citizen who has lodged numerous complaints against the FBI, all of
which have been determined to be unfounded pursuant to appropriate inquiry,
complained that she was a former FBI employee whose home, vehicles,
telephone, and internet had been subject to "aggressive surveillance” since August
2000. FBI investigation revealed that the complainant was, in fact, not a former
FBI employee and that the FBI had conducted no surveillance of her for any
reason. Based on these findings, this matter was closed by the FBI in July 2003.
The FBI has construed this as a complaint Wlth respect to both Section 209 and
217 of the USA PATRIOT Act.

d. Based upon the application of this provision of law during the period since

its passage, are there changes to this statute which the Congress should consider?
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Response:

The FBI is not aware of any substantive changes to this provision warranting
Congressional consideration. Section 209 is, however, currently scheduled to
expire at the end of 2005, and the FBI strongly supports making this provision
permanent. Section 209 allows investigators to use court-ordered search warrants
to obtain voice-mail messages held by a third party provider when supported by
probable cause. Previously, the Electronic Communications Privacy Act (ECPA),
18 U.S.C. 2703, allowed law enforcement authorities to use search warrants to
gain access to stored electronic communications such as e-mail, but not stored
wire communications such as voice-mail. Instead, the wiretap statute, 18 U.S.C.
2110(1), governed access to stored wire communications, requiring law
enforcement officers to use wiretap orders to gain access to unopened voice-mail.
This resulted in voice-mail messages being treated differently than e-mail
messages. Voice-mail messages are also treated differently than answering
machine messages inside a home, access to which requires a search warrant,
because answering machine messages are not regulated under the wiretap statute.
Section 209 of the USA PATRIOT Act eliminates the disparate treatment of
similar information. If this section is sunsetted, voice-mail messages will again
be treated in a different manner than answering machine messages and stored e-
mail information beginning in 2006.

88. Section 212 of the USA-Patriot Act permits communications service providers to
provide customer records or the content of customer communications to the FBI in an
emergency situation. This question pertains to application of this provision since its
passage, and to all instances, not only to terrorism investigations.

a. In how many cases has this provision been used? Please provide a short
description of each such case to the Committee.

Response:

Service providers have voluntarily provided information on at least 141 occasions
under this provision. Such disclosures have often included both e-mail content
and associated records. Several of these disclosures have directly supported
terrorism cases under the emergency of a possible pending attack. For example,
this provision has been used to obtain access to e-mail accounts used by terrorist
groups to discuss various terrorist attacks. It has also been used to respond
quickly to bomb and death threats, as well as in an investigation into a threat to a
high ranking foreign official. This provision has additionally been used to locate
kidnaping victims and to protect children in child exploitation cases. In one
kidnaping case involving the abduction of a 14-year-old girl, reliance on this
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provision allowed the FBI to quickly locate and rescue the child and to identify
and arrest the perpetrator. Because of this provision, additional harm to the girl
was prevented and she was returned to her family in a matter of hours.

b2
Because many international service providers are located within the United States 7z
(such asl I, Legal Attachés have used this provision to assist
foreign law enforcement officials with similar emergencies, such as death threats
on prosecutors and other foreign officials. Where time is of the essence, giving
service providers the option of revealing this information without a court order or

grand jury subpoena is crucial to receiving the information quickly and
preventing loss of life or serious injury.

Additional examples are provided in DOJ's July 2004 "Report from the Field:
The USA PATRIOT Act at Work."

b. In any such case have there been any cases in which, except for the time
constraints imposed by the emergency situation, a conventional wiretap or search warrant,
would not have been supported by the facts available to the Government at the time of the
emergency request? If so, please describe such situations.

Response:

We are aware of no such circumstances. However, it is important to recognize
that the information that may be disclosed under this emergency authority is
limited to the contents of communications that are in electronic storage and
records associated with customers or subscribers. Given this limitation, a
conventional wiretap would generally not apply, and a search warrant would be
required only for the contents of communications in ‘electronic storage’ (e.g.,
incoming email not yet retrieved by the subscriber) less than 181 days old.
Emergency authority is appropriate for the disclosure of information held by a
third party and, to the extent the information is constitutionally protected,
disclosure of the information under exigent circumstances is entirely consistent
with the emergency exception to the warrant requirement of the Fourth
Amendment. ‘

¢. Has the Department of Justice or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 212 of the
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint.
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Response:

The DOJ OIG is required under section 1001 of the USA PATRIOT Act to report
to Congress every six months on allegations received by the OIG alleging abuses
of civil rights or civil liberties by DOJ employees. The OIG issued its fifth report
under section 1001 in September 2004.

The OIG has advised that, with the possible exception of the

none of the complaints submitted to the OIG alleging misconduct

by employees of the Department has related to the use of a provision of the USA
PATRIOT Act. Additionally, the FBI's Inspection Division, which reviews
allegations of FBI misconduct, is aware of no complaints with respect to the FBI's
application or implementation of this section.

d. Based upon the application of this provision of law during the period since

its passage, are there changes to this statute which the Congress should consider?

Response:

There is currently a discrepancy between the emergency provisions applicable to
contents and records that appears illogical and unjustified. Currently a provider is
arguably required under 18 U.S.C. 2702(c)(4) to meet a higher burden for
disclosing a record or other subscriber information than is required by

§ 2702(b)(7) for divulging the contents of a communication in electronic storage.

' Moreover, the entities to whom a provider may disclose are significantly more

restricted for records than for content. The language in (b)(7) was enacted by
Pub. L. 107-296 as part of the Homeland Security Act of 2002, with the objective
that all entities with responsibility for ensuring our domestic security would have
access to this information in an emergency. It does not appear that the
discrepancies between the disclosure of content and records are supported by
differing privacy interests inherent in the respective information or by other
factors. Accordingly, reconciling these provisions would be appropriate.

89. Section 214 of the USA-Patriot Act permits the use of FISA pen register/trap & trace
orders with respect to electronic communications, and eliminates the requirement that
such use be only in the context of a terrorist or espionage investigation. This question
pertains to application of this provision since its passage, and to all instances, not only
terrorism investigations. '

.a. In how many cases has this authority been used?
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(i) How many of such cases were terrorism-related?

Response to a and a(i):

The FBI does not maintain this information. It is, instead, maintained by DOJ's
OIPR, to whom the FBI defers for response.

b. Of the cases in which such authority was used, in how many was a
subsequent application for a full surveillance order made pursuant to the FISA, or Chapter
19 of Title 18? '

Response:

¢. Has the Intelligence Community, Department of Justice, or Federal
Bureau of Investigation developed regulations or directives defining the meaning of non-
content communications? If such regulations or directives have been issued, please provide
copies to the Committee. '

Response:

The FBI has not developed any such regulations or directives, nor is it aware that
the IC or DOJ have issued guidance defining "non-content communications" in
relation to the use of FISA pen register/trap and trace authorities.

d. In your testimony you made reference to newly-created procedures by
which the Federal Bureau of Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for dissemination of material acquired
pursuant to this section of the FISA?

Response:

See response to Question 85b, above.

(i) If so, how many such reports have been issued?
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Response:

See response to Question 85b(i), above.

(ii) Has the Federal Bureau of Investigation developed procedures to

ascertain the quality and value of such intelligence reports?

Response:

See response to Question 85b(ii), above.

90. Section 215 of the USA-Patriot [A]ct authorizes the Foreign Intelligence Surveillance
Court to issue orders permitting FBI to access ""tangible" items in the course of a terrorism
or espionage investigation. The following questlons pertain to the application of this
provision since its inception.

Response:

a. How many times has this authority been used, and with what success?

By letter of 12/23/04, the Department provided to the Committee the number of
times, if any, authorities under section 1861 of the Foreign Intelligence
Surveillance Act (FISA), as amended, had been approved by the Foreign
Intelligence Surveillance Court. This semiannual report was submitted pursuant
to section 1862(b) of the FISA, and covered the period 1/1/04 through 6/31/04.

b. Has this provision been used to require the provision of information from

a library or bookstore? If so, please describe how many times, and in what circumstances.

Response:

The Department provides information pertaining to the operational use of
authorities under section 1861 of the FISA to the Senate and House Intelligence
Committees on a semiannual basis, pursuant to section 1862(a) of the FISA. The
last semiannual report under this section was dated 12/23/04, and covered the
period 1/1/04 through 6/31/04. It is our understanding that under applicable
Senate Rules and procedures, all Senators are permitted to review this semiannual
report upon request to the Senate Select Committee on Intelligence.
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c¢. In your testimony you compared this provision with existing authority in

the criminal context, noting that records such as library records are subject to a grand jury
subpoena. However, in criminal cases the propriety and lawfulness of subpoenas are to
some extent tested in the adversary process of a trial - how, in the context of the FISA, does
such a check occur? '

Response:

b2

b7E

The checks on the use of the business record provision are numerous. First,
requests for such orders must be approved by several authorities within the FBI
and DOJ to ensure they comply with FISA requirements. In addition, however,
business record requests must be approved by a FISA Court judge. FISA judges
are part of an independent judiciary, appointed pursuant to Article III of the U.S.
Constitution. ”

Business record orders require a showing that the record is relevant to an
authorized investigation to protect against international terrorism or clandestine
intelligence activities. "Authorized investigations" may only be initiated when
consistent with Attorney General guidelines, so the existence of such an
investigation and the relevance of the record to this investigation represent two
"checks" on this authority. Under both the Attorney General guidelines and
section 215 of the USA PATRIOT Act, such investigations may not be conducted
solely on the basis of activities protected by the First Amendment.

Once an appropriate FBI authority determines that a business record order request
is relevant to a properly authorized investigation, the request itself requires
numerous layers of approval (as do requests for electronic sprveillance nhvsical

search. and pen register/trap and trace orders under FISA)

When presented to the FISA Court, the FISA judge

must determine that the request meets FISA requirements before issuing the
order..

Lastly, section 215 imposes Congressional oversight by requiring the Attorney
General to report to Congress annually on the FBI's use of the section.
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d. As of October 2004 the Department of Justice advised that this provision

had not been used. If that is true, is there a necessity to maintain this provision in law?

Why?

Response:

The only instance when the Department has declassified the number of times
section 215 has been used was on 9/18/03 — not in October 2004. At that time
(September 2003), Attorney General Ashcroft indicated section 215 had never
been used. However, section 215 requires the Department to transmit on a semi-
annual basis a report informing Congress of the number of times section 215 has

~ been used. The most recent report was dated 12/23/04.

The PATRIOT Act specifically protects Americans’ First Amendment rights, and
terrorism investigators have no interest in the library habits of ordinary
Americans. Historically, however, terrorists and spies have used libraries to plan
and carry out activities that threaten our national security, and it is important that
we not permit these facilities to become safe havens for terrorist or other illegal
activities. The PATRIOT Act permits those conducting national security
investigations to obtain business records — whether from a library or any other
business — with the permission of a federal judge.

(i) With respect to the potential applicability of this section to libraries and

bookstores, there has been some concern that the mere prospect of use of the statute has a
"chilling effect” on the use of these facilities. Can this chilling effect be minimized, if not
eliminated, by incorporating a higher threshold for use in the limited context of libraries
and bookstores? If not, why not?

Response:

In the context of this question, the FBI can initiate investigations of individuals or
groups only under specific conditions articulated in the Attorney General's
Guidelines for FBI National Security Investigations and Foreign Intelligence
Collection (NSIG). Additionally, FBI guidelines place strict limits on the types of
investigative activities that can be undertaken when investigations are opened,
requiring, for example, that no investigation of a U.S. person may be conducted
solely upon the basis of activities protected by the First Amendment to the
Constitution.

Individuals' rights are additionaliy safeguarded by other authorities, such as
Executive Order (E.O.) 12333, which is the primary authority for intelligence
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activities conducted by the IC. E.O. 12333 establishes goals for the collection of
intelligence information; assigns responsibilities among the various intelligence
components; prescribes what information may be collected, retained, and
disseminated; and prescribes or proscribes the use of specified techniques in the
collection of intelligence information. As noted above, the NSIG establishes

‘limits and requirements governing FBI international terrorism investigations with

respect to foreign intelligence, CI, and intelligence support activities. Another
important internal safeguard is the Intelligence Oversight Board (IOB), which
reviews the FBI's practices and procedures relating to foreign intelligence and
foreign CI, requiring the FBI to report violations of foreign CI or other guidelines
designed in full or in part to ensure the protection of the individual rights of a
U.S. person.

e. In your testimony you made reference to newly-created procedures by

which the Federal Bureau of Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for dissemination of material acquired
pursuant to this section of the FISA?

Response:

Response:

The IIR is the mechanism by which the FBI disseminates raw intelligence
information to the Intelligence, Defense, and law enforcement communities. The
intelligence information contained in these IIRs is information generally derived
from FBI operations, investigations, or sources. Intelligence information acquired
pursuant to Section 215 of the USA PATRIOT Act could be disseminated via an
IR in appropriate circumstances. Between August 2002 and August 2004, the
FBI has disseminated approximately 3,860 terrorism-related IIRs.

(i) If so, how many such reports have been issued?

(ii) Has the Federal Bureau of Investigation developed procedures to

ascertain the quality and value of such intelligence reports?
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Response;

Although the FBI has procedures to evaluate the quality of intelligence reports, no
reports have been disseminated which contained information acquired pursuant to
_section 215 of the USA PATRIOT Act.

f. Has the Department of Justice, the Director of Central Intelligence (in his
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 215 of the
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint.

Response:

The DOJ OIG is required under section 1001 of the USA PATRIOT Act to report
to Congress every six months on allegations received by the OIG alleging abuses
of civil rights or civil liberties by DOJ employees. The OIG issued its fifth report
under section 1001 in September 2004.

bé

The OIG has advised that, with the possible exception of the pending b7C
investigation, none of the complaints submitted to the OIG alleging rISCOMAUCT
by employees of the Department has related to the use of a provision of the USA
PATRIOT Act. Additionally, the FBI's Inspection Division, which reviews
allegations of FBI misconduct, is aware of no complaints with respect to the FBI's
application or implementation of this section.

g. Based upon the application of this provision of law durihg the period since
its passage, are there changes to this statute which the Congress should consider?

Response:
The FBI has identified no need for change at this time.

91. Section 217 of the USA-Patriot Act authorizes, without court order, the interception of
communications to and from a trespasser with a protected computer. This question
pertains to the implementation of this provision since its passage.

a. How many times has the authority under this section been used, and with
what success? Please provide descriptions of the circumstances where it has been used.
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Response:

While the FBI does not maintain statistics on the frequency with which the
trespasser authority has been used, we can provide examples of some such cases.

Under this provision, the FBI was able to monitor the communications of an
international group of "carders" (individuals who use and trade stolen credit card
information). This group used chat rooms and fraudulent web sites, creating false
identities to obtain e-mail accounts and then transmitting their communications
through a computer that had been "hacked" and set up to operate as their proxy
server. A proxy server changes an Interet user's original Internet protocol (IP)
address to that of the proxy server so that only the proxy server knows the true
point of origin. The owner of the hacked computer was not aware that 1t was
being used as a proxy server, and considered all individuals using the system as a
proxy server to be trespassers. The owner provided the FBI with consent to
monitor the communication ports solely used by the trespassers, and this
monitoring led to the subject's true identity. The subject was indicted in
September 2003. Without this authority to monitor, the real identities of the
trespassers could easily have remained anonymous.

In another example, a former employee was suspected of illegally accessing a
company's e-mail system to gain inside information regarding company concepts
and client information, as well as privileged information regarding legal
proceedings between the company and the former employee. The computer
intruder used a variety of means to access the system, including wireless modems
in laptops and hand-held Blackberry devices, making it more difficult to identify
the intruder and to link the computer intrusions to the former employee. The
victim company authorized the FBI to monitor the intruder's communications
with and through its computer systems.

In another case, a computer-intruder obtained control of a school’s network and
reconfigured it to establish additional IP addresses that were separate and distinct
from those used by the school. This allowed hackers, and others using the
Internet who did not want to be located, to jump through the school’s system
before committing their illegal acts. Monitoring accomplished pursuant to the
school's consent resulted in the FBI's identification of over 200,000 different IP
addresses using the school system as a proxy to further illegal activity such as
fraud, computer intrusions, and spamming.

As these cases make clear, this authority is critical not only to the FBI's ability to
identify criminals who engage in computer intrusions but also its ability to
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identify and investigate additional criminal activities conducted through victims'
comrputers.

b. Section 217(2)(I) requires authorization by the owner of the computer
before the section can be applied. Can this authorization be withdrawn or limited by the
owner of the computer? If so, how and in what circumstances?

Response:

Yes. As with any form of consent, which must be freely and voluntarily given to
be valid, the consenting party has the right to terminate the consent at any time.
The FBI encourages the use of a written consent form containing an express
acknowledgment by the consenting owner or operator that states: "I understand
my right to refuse authorization for interception and have accordingly given this
authorization freely and voluntarily."

c. Has the Department of Justice, the Director of Central Intelligence (in his
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 217 of the
USA-Patriot Act? If so, please describe the nature and disposition of each such complaint.

Response:

See response to Question 87¢, above.

92. Section 218 of the USA-Patriot Act created the so-called "significant purpose" test for
applications pursuant the FISA, clarifying the law to recognize that in many cases such
surveillance may implicate both a law enforcement and an intelligence interest. This
question pertains to the implementation of this provision since its passage.

a. Please provide the Committee with specific éxamples, in unclassified form
if possible, of cases in which both law enforcement and intelligence interests were
"significant."

Response: /

As indicated in the July 2004 DOJ publication entitled, "Report from the Field: :
The USA PATRIOT Act at Work," the removal of the “wall” played a crucial role
in the Department’s successful dismantling of a Portland, Oregon, terror cell,
popularly known as the “Portland Seven.” Members of this terror cell had
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attempted to travel to Afghanistan in 2001 and 2002 to take up arms with the
Taliban and al Qaeda against United States and coalition forces fighting there.
Law enforcement agents investigating that case learned through an undercover
informant that]

| While several of these other individuals had returned to
the United States from their unsuccessful attempts to reach Afghanistan,
investigators did not yet have sufficient evidence to arrest them. Before the USA

PAT ct, prosecutors would have faced a dilemma in deciding whether to
arres !immediately._ If prosecutors had failed to act, lives could have been p7e
lost through a domestic terrorist attack; if prosecutors had arrested| in order ®7P

to prevent a potential attack, the other suspects in the investigation would
undoubtedly have scattered or attempted to cover up their crimes. Because of
sections 218 and 504 of the USA PATRIOT Act, however, FBI agents could
conduct FISA surveillance oi ko detect whether he had received orders
from an international terrorist group to reinstate the domestic attack plan on
Jewish targets, and could keep prosecutors informed as to what they were
learning. This gave prosecutors the confidence not to arres rematurely,
but instead to continue to gather evidence on the other cell members. Ultimately,
prosecutors were able to collect sufficient evidence to charge seven defendants
and then to secure convictions and prison sentences ranging from three to
eighteen years for the six defendants taken into custody. Charges against the
seventh defendant were dismissed after he was killed in Pakistan by Pakistani
troops on 10/3/03. '

DOJ shared information pursuant to sections 218 and 504 before indicting:l
nd several co-conspirators on charges related to their involvement with
the Palestinian Islamic Jihad (P1J). PIJ is alleged to be one of the world’s most
violent terrorist organizations, responsible for murdering over 100 innocent
people, including Alisa Flatow, a young American killed in a bus bombinE near b7¢

bé

the Israeli settlement of Kfar Darom. The indictment states that erved
as the secretary of the PIJ's governing council (“Shura Council”). He was also
identified as the senior North American representative of the PIJ. Sections 218
and 504 of the USA PATRIOT Act enabled prosecutors to consider all evidence
against:Iand his co-conspirators, including evidence obtained pursuant to
FISA that provided the necessary factual support for the criminal case. By
considering the intelligence and law enforcement information together,
prosecutors were able to create a complete history for the case and put each piece
of evidence in its proper context. This comprehensive approach was essential to
prosecutors' ability to build their case and pursue the proper charges.
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Prosecutors and investigators also used information shared pursuant to sections
218 and 504 of the USA PATRIOT Act in investigating the defendants in the so-
called “Virginia Jihad” case. This prosecution involved members of the Dar al-
Arqam Islamic Center, some <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>